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Hacks and Wrongful Acts: Do You Have Insurance to Cover Your Risks? 
Saturday October 13 | Session D02 | 10:30 a.m. - Noon | Basic for all | Great for Board Members 

CLE and Qualifies for the Terrafirma risk management discount if senior staff or board attends 
 
 

Three Learning Objectives:  
1. Understand the basics of Cyber, Directors & Officers and Employment Practices Liability 

coverage and what they cover and don’t  
2. Understand how a board balances risk and assesses mitigation and insurance coverage 
3. Understand the types of insurance a land trust may need to cover its risks 

 
Session Description:  
Did you know that 80% or more the Employment Practices Liability Insurance claims handled by one 
broker originate with land trusts? Did you realize that these are rare claims for most businesses but not 
for the non-profits? Do you know that the greatest cyber threat are your own volunteers and 
employees? Did you realize that directors & Officers insurance can protect you in a conservation 
enforcement fight? Having the right insurance is a key part of good risk balancing for land trusts. We 
will present real life stories of how Cyber, Directors & Officers and Employment Practices insurance 
plays into land trust risk balancing. Is your board covered against hostile legal actions, wrongful acts 
and hack attacks? What about employee owned vehicles used for work? We will cover these three 
basic types of insurance and using a land trust example we discuss how a board goes about assessing 
what insurance to purchase and how much.  
 
Detailed Outline:  
1. What questions to ask and how to assess what insurance you need 

a. Review the materials on Assessing Insurance for Land Trusts and  Evaluating your Land 
Trust’s Insurance Needs and Obtaining Proper Coverage 

b. Is insurance meeting your needs and how do you know? 
i. Risk assessment and mitigation strategies 

ii. Two Land Trust’s strategies 
c. Understanding your activities and the opportunities and obstacles they pose 

i. Organizational 
ii. Type of work 

iii. State law where work occurs 
iv. Cyber risk factors (you are going to be surprised) 
v. What D&O does for your land trust, board, employees and volunteers 

vi. Landowner, funder, neighbor, regulator, public official and general public expectations  
vii. Understanding what state and federal protective laws do and more often don’t do 

http://iz4.me/H6kR4zf5aVU1


d. Working with your board and broker to identify where insurance can finance risk  
2. Untangling Directors & Officers and Employment Practices Liability insurance 

a. How they do and do not overlap 
b. Review the materials on Commonly Purchased Insurance Overview 
c. What makes a wrongful act different from an intentional act 
d. What are the coverages and how do they fit together 
e. Key similarities, differences and gaps 
f. Coverage matrix 

3. Phishing for the facts on Cyber Coverage 
a. What are the basics 
b. How much do you really need 
c. What are the risk indicators 
d. What are the coverages 
e. What does a basic policy look like for a land trust 
f. What mitigation strategies 

4. Understanding deductibles, rate quotes, retro dates, exclusions, sublimits 
a. Review the details in Evaluating your Land Trust’s Insurance Needs and Obtaining Proper 

Coverage and Commonly Purchased Insurance Explanation 
i. Deductibles or self-insured retention – who cares? 

ii. What in heavens name is a retro date and how is it relevant? 
iii. What does it matter if it is duty to defend or indemnity? 
iv. Is organizational coverage really like continuously maintaining home fire? 

b. Timely notification of insurers critical 
i. Case law on the differences between occurrence and claims made policies 

1. What makes that difference relevant and urgent to your land trust 
ii. How Terrafirma differs in pricing from most other insurers 

1. Sad stories about land trusts failing to give timely notice and what resulted 
c. Getting a good price and the right coverage 

5. What are your risks? What questions do you have? 
6. Resources, conclusion and conversation 

 
Panel: 
Meghan Mullee, mmullee@alliant.com, Assistant Vice President, Nonprofit & Corporate Risk, Alliant 
Insurance Services, Inc., a Kohlberg Kravis Roberts (KKR) portfolio partner, Alliant is the largest 
specialty brokerage in the United States, and ranks among the top five privately held insurance 
brokerage firms nationwide. Meghan has written and presented on insurance topics for the Land Trust 
Alliance and works closely with land trusts nationally to solve their insurance needs. 
 
Soapy Mulholland Executive Director, Sequoia Riverlands, began her real estate career in 1978 
working for a major west coast developer, managing the acquisition and construction of 15,000 
apartment units and consulted on the construction and property management of numerous large-scale 
projects in the Western United States. Soapy currently sits on the PG&E Pacific Forest and Watershed 
Lands Stewardship Council as Vice President, the Statewide Blue Print Committee, The Leavens’ 
Ranches Board of Directors, the Aldo Leopold Award selection committee, and the Tejon Ranch 
Conservancy Board of Directors. She is a member of the California Cattlemen’s Association and the 
Farm Bureau. Soapy served under Governor Arnold Schwarzenegger on the Central Valley Regional 
Water Quality Control Board, and under Governor Pete Wilson on the Occupational Safety and Health 
Standards Board (OSHA).  She participated in the California Agricultural Leadership Program and then 

mailto:mmullee@alliant.com


served as a member of their Board of Directors.  She previously served on the California Ag Visioning 
Committee, as interim President of the Tulare County Economic Development Corporation. Soapy’s 
love of agriculture and the Sierra foothills motivated her to relocate from San Diego to Springville in 
1993, where she has owned and managed ranches and a small citrus operation since 1989.  She is now 
the Executive Director of Sequoia Riverlands. 
 
Nancy Terseck, Director of Finance and Administration, joined the Piedmont Environmental Council 
staff in the fall of 2016. Prior to working at PEC, Nancy served as the Controller for CRDF Global. She 
also spent several years overseeing the finance department at the National Center for Missing and 
Exploited Children. She holds a degree in Accounting from the College of St. Benedict in Minnesota. 
Being a transplant, Nancy has grown to love the beauty and rich history of Virginia. She is excited to be 
a part of an organization that works to preserve and promote the natural beauty of the Piedmont 
region. In her spare time, she enjoys exploring the historic towns of the area with family and friends. 
 
Facilitator: 
Leslie Ratley-Beach, Vice President, Alliance Risk Management Services LLC, Manager for 
Terrafirma Risk Retention Group LLC, and Conservation Defense Director, Land Trust Alliance, 
Leslie Ratley-Beach joined the Land Trust Alliance as its first Conservation Defense Director in 
2007. Leslie leads the national conservation defense liability insurance program (Terrafirma) 
and the Alliance's conservation defense center. Previously, she worked with the Vermont Land 
Trust as stewardship director and project counsel. Leslie has practiced real estate law for over 
thirty years with an emphasis on conservation and tax law for the last 24 years. 
44 Deerfield Drive, Montpelier, VT  05602, 802-262-6051, lrbeach@lta.org 
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Practical Pointers Series 
DIRECTORS AND OFFICERS INSURANCE 

 
When someone sues a land trust, sometimes the challenger sues the land trust’s directors and 
officers too. Everyone may need legal defense even when no one did anything wrong. In most 
cases, board members will look to the land trust to protect them by paying for their legal defense 
and for any fines or judgments incurred in the course of serving the land trust. 
 
Directors and officers (D&O) insurance covers liability for actions of the land trust board and staff 
and protects the land trust, something that an individual board member’s own homeowners 
insurance will not do even if it has some protection for volunteer service. A good policy covers the 
corporation and volunteers. Some board members will not serve without D&O insurance, and if a 
land trust indemnifies its board members from liability, it needs this insurance to cover its 
potential risk. On the positive side, having good D&O coverage is a great recruitment tool. Finally, 
many D&O policies may include Employment Practices Litigation (EPL) coverage and that is an 
important reason for any land trust to have the coverage. 

D&O insurance covers liability for “wrongful acts,” such as: 

 Poor business judgments 

 Errors, omissions and misstatements 

 Negligent acts 

 Breaches of duty 

 Interference with another’s business  

 Conflicts of interest 

 Fraudulent conduct 

 Violations of statutes 

 Failure to file statutorily mandated reports 

 Financial mismanagement 

 Misuse of donated funds 

 Co-mingling of special funds 

 Discrimination 

 Sexual harassment 

 Wrongful termination 
 
Coverage Under Homeowners Policies 
Unpaid board members of land trusts may have some coverage available under their individual 
homeowners or personal liability umbrella policies; however, coverage for volunteer activities 
under the personal liability section of a homeowner’s policy is typically limited to bodily injury and 
property damage type coverage. It almost never includes coverage for management liability and 
would not protect in the case of allegations of mismanagement of funds or breach of fiduciary 
duty, that may face members of a nonprofit board. These policies limit coverage to the individual 
board member (not the land trust) and are not a substitute for either general liability or D&O 
insurance for the land trust. Each board member should consult with his or her own insurance 
company to determine if their individual policies might provide coverage. 
 



 
 
Insured Versus Insured Exclusions 
D&O policies usually have some form of “insured versus insured” exclusion. This means that, with 
some exceptions, the policy does not cover claims by board members (even former board 
members) against other board members, or by the land trust against its board members (past or 
present). Because all present and former officers and board members are insureds, the “insured v. 
insured” exclusion can bar coverage of any claim by any former board member against any other 
board member, even if the claim has nothing to do with the former board member’s period of 
service. 
 
Reasonable and Necessary 
Most policies define defense expenses as “reasonable and necessary legal fees and expenses.” You 
can use the insurance company’s payment guidelines when reviewing your attorney’s invoices so 
that you can challenge inappropriate charges. 

 Carriers will usually advise you of the maximum hourly rate they will pay  

 Many carriers also will give you guidelines on what they consider reasonable expenses  

 Failure to follow payment guidelines may automatically disqualify you from coverage 
 
Defense within Limits 
Unlike general liability policies, D&O insurance policies have “defense within limits provisions,” 
which reduce the policy’s coverage limits. This means that the payment of the attorneys’ fees and 
other costs reduces the amount available to pay any damages awarded if your land trust loses the 
case. One of the advantages of Conserve-A-Nation (and therefore the majority of policies carried 
by land trusts) is that defense is available "outside the limits" at little to no additional premium. 
 
Do Your Homework!  
D&O policies are very different from the standard general liability policy and can vary substantially 
among carriers. Be sure to understand and follow the policy terms. 
 

RESOURCES 
 

Practical Pointers for Land Trusts When Facing a Lawsuit or Other Legal Challenge of Any Size, 
Vermont Law School Land Use Institute and the Land Trust Alliance, (Washington, DC: Land Trust 
Alliance, 2013). The Learning Center [http://learningcenter.lta.org]. 
 
A Guide to Risk Management for Land Trusts, Land Trust Alliance (Washington, DC: Land Trust 
Alliance, 2014). The Learning Center [http://learningcenter.lta.org]. 
 
Nonprofit Risk Management Center, Affiliate membership through membership in the Land Trust 
Alliance. https://www.nonprofitrisk.org/affiliate-membership/  

DISCLAIMER 
 

The Land Trust Alliance furnishes materials as tools to help land trusts. The Land Trust Alliance is 
not engaged in rendering legal, accounting or other professional counsel. If a land trust requires 
legal advice or other expert assistance, seek the services of competent professionals. The Land 
Trust Alliance is solely responsible for the content of this series.  
 
Last revised August 16, 2018 

http://tlc.lta.org/library/documents/34879
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Practical Pointers Series 
Cyber Risk Insurance for Land Trusts 

 
Data Privacy Risks  
Data breach threats come from many sources: an employee falls prey to e-mail phishing; a 
laptop vanishes from an employee’s car; a disgruntled employee leaves with donor credit card 
numbers and more. Unintentional privacy breaches, such as information lost, stolen or 
accessed by an unauthorized source regardless of where the data is stored, can be just as costly 
as the more notorious hacker data theft. The device—and all the vital data on it—could be 
damaged, lost forever or fall into unscrupulous hands. These common activities can lead to 
potential liability: 
1. Conducting e-commerce, especially collecting credit card data and processing payments online 
2. Storing and transferring employee, client or donor data—both electronic and paper 
3. Storing personal information on laptops, smartphones, pads, thumb drives or external 

portable drives without proper safeguards 
4. Remote workers with sensitive data on remote hard drives and mobile devices 
5. Allowing partners and/or vendors to access personal information without proper safeguards 
6. Storing personal information on cloud servers or systems 
 
Who Do You Call? 
Something every leader must know is who to call first if you believe a breach may have 
occurred. The first call should always be to your attorney; make sure you have one on call. The 
second call should be to your insurance broker, claims manager or carrier directly. Be careful 
not to bring in outside assistance until you speak with your attorney and notify the insurance 
company, or you risk negating coverage. Counsel can assist you in evaluating the risks and the 
scope of coverage offered under cyber policies as well as risk mitigation.  
 
Cyber Liability Insurance Basics 
One strategy to address these risks is cyber insurance. An experienced broker can identify the 
insurers who offer the product most suited to your company’s needs and help negotiate 
favorable terms and price. Working together, a team including your broker and outside counsel 
can ensure that you purchase the right coverage with appropriate terms and conditions. As 
with any insurance available to your nonprofit, it’s important that you understand what it 
covers, when coverage is triggered and what proactive or responsive risk management support 
is available. Most cyber insurance has the option to include six key coverage areas: 
1. Data Loss and System Damage. Your current property policy covers damage to the 

computer itself—but not the data stored on it. 
2. Business Interruption.  Loss of revenue from downtime after a hack, denial of service or 

virus causes a temporary or long-term shutdown in your operations. 
3. Notification Expenses.  Almost every state has notification requirements—your company 

must disclose any breach to parties whose private information was, or is reasonably 
believed to have been, acquired by a person without valid authorization.  

4. Perception Management. You’ve experienced a security breach, been out of business for a 
week and notified thousands of clients, vendors and others of the breach; now you need to 

http://www.beazley.com/business_lines/technology_media__business/data_breach_map.aspx


address the public to minimize the damage to your brand. This is typically wrapped into 
crisis management expenses (or the carrier equivalent), which may also include cost for 
breach coach, computer forensics, call center, credit monitoring and so on. 

5. Content Liability.  Anything associated with the content of your website, blog or other web 
presence from copyright and other IP claims to slander to invasion of privacy. 

6. Regulatory Investigation Expense. With the new notification laws having been enacted and 
privacy legislation constantly changing, there is always the chance that you could get a 
knock on the door from a friendly civil servant. Most traditional policies exclude 
governmental or regulatory investigation costs. Make sure your cyber policy includes it. 

7. Extortion. Coverage for extortion is usually offered, so be sure to ask for that option to 
cover attacks such as ransomware and other acts to extort money or other valuable assets. 

 
First-party coverage protects the insured for its own losses to its own data or lost income or for 
other harm to the organization’s business resulting from a data breach or cyber attack. Third-
party coverage protects the insured organization against claims that arise from losses suffered 
by third parties, such as donors or clients, from a data breach or cyber attack. This list has some 
of the coverages that may be available through a cyber liability policy. 
 
Typical first-party coverage available include the following: 

 Business interruption covers lost income and related costs where a policyholder is unable to 
conduct business due to nonphysical covered cause of loss, such as: loss of revenue during 
the downtime after a hack, denial of service, damage to systems or data caused by a virus. 

 Extortion coverage for the costs associated with the investigation of threats to commit 
cyber attacks against the policyholder’s systems and for payments to extortionists who 
threaten to disclose sensitive information or who ransom your data, software or hardware. 

 Computer data loss and restoration covers physical damage to, or loss of use of, computer-
related assets, including the costs of retrieving and restoring data, hardware, software or 
other information destroyed or damaged as the result of a cyber attack. 

 Crisis management and public relations expenses incurred to educate donors and 
customers, including the cost of advertising. 

 Forensic investigation covers the legal, technical or forensic services necessary to assess 
whether a cyber attack has occurred, to stop the attack and to assess the impact but is 
usually covered under crisis management. 

 Notification costs for donors, customers, employees or other victims. 
 Credit and fraud monitoring or other related services to persons. 
 Data loss and system damage (or data restoration coverage) maybe covered under your 

current property policy and may cover damage to computers you own, but traditional 
property policies do not cover the cost to restore, rebuild or recover the data stored on 
computers. Some policies also include coverage for the process used by an expert to assess 
the scope of the damage, although this is usually covered in crisis management. 

 
Typical third-party coverages concerning a cyber event and the response include the following: 
 Litigation and regulatory covers the costs associated with civil lawsuits, judgments, 

settlements or penalties resulting from a cyber event. 
 Regulatory response covers the legal, technical or forensic services necessary to assist the 

policyholder in responding to governmental inquiries and provides coverage for fines, 
penalties, investigations or other regulatory actions. 

 Theft and fraud, destruction or loss of the policyholder’s data and transfer of funds. 



 Media liability provides coverage for copyright, trademark or service mark infringement 
resulting from online publication by the insured. 

 Privacy liability coverage for liability to employees or customers for a breach of privacy and 
to defend your nonprofit against legal claims brought by a stakeholder who suffered, or has 
the potential to suffer, a significant financial loss after its personal data was compromised. 
A typical suit alleges that your nonprofit negligently failed to protect the personal 
information and that its loss was directly attributable to your negligence. 

 Content liability offers financial protection related to the content of your website, blog or 
social media sites ranging from copyright infringement and intellectual property claims to 
invasion of privacy or personal media injury (defamation, slander, libel) via electronic 
content. Some insurers refer to this coverage as “website liability.” Many nonprofits choose 
to cover content liability exposures under another policy, such as a media liability policy. 

 
These coverages are not equally available and premiums can vary widely. Some carriers have 
underwriters with knowledge and experience regarding cyber losses, while other carriers do 
not. The limits of liability purchased by U.S. organizations vary widely. Chubb Group reports 
that the average policy limits purchased by its clients are between $1 million and $5 million. 
 
Recommendations for Buying Cyber Insurance 
Identify Your Unique Risks. The first step is to understand the nature and the extent of the risks 
facing your organization. For some many nonprofits, the primary concern is the theft of 
personal financial information. Tailor coverage to the risks that you face. 
 
Understand Your Existing Coverage. Your organization’s standard insurance policies may 
provide some protection from cyber risks, and it is important to understand what coverage, if 
any, may be available under your existing policies. Then you can purchase what you need. 
 
Match Your Insurance to Your Risks. After you understand your organization’s risks and what 
coverage your existing policies provide, the next step is to evaluate the various types of 
coverage offered in the marketplace. Some types may be essential; other types will be less 
necessary. Adding to the complexity, more and more carriers are offering cyber insurance as an 
additional coverage in existing policies, such as professional liability policies. It is important to 
consider all of the options and buy only what your organization needs. 
 
Buy Enough Coverage. But you still need to assess the value of cyber insurance compared to 
the anticipated costs of a data breach with limits of liability available and the related costs. The 
costs of responding to a data breach can be substantial. You should also evaluate the risks you 
have of being subject to cyber attack or incurring a data breach. If risks are low and costs are 
high, that may indicate limited need. Estimates vary, but the 2016 Ponemon data breach study 
reported that the average data breach in the United States cost $158 per record.  
 
Beware of Exclusions and Sublimits. Coverage for a loss or claim may depend on the language 
in policy exclusion or a sublimit as opposed to the language in the grant of coverage. Policy 
language is not standardized. Policies may contain exclusions that have been cut and pasted 
from other insurance forms, and the exclusion may not apply. Negotiate with the insurer, or 
seek other quotes. Most cyber insurance policies also impose sublimits, such as for crisis-
management expenses, notification costs and regulatory investigations. These sublimits are 
often inadequate, but negotiate the size of the sublimit, and with no increase in premium. 

http://www.law360.com/companies/chubb-corporation


 
Negotiate for an Early Retroactive Date. Because breaches may be undetected for some time, 
purchase coverage with the earliest possible retroactive date. Cyber policies sometimes restrict 
coverage to breaches or losses that occur after a specific date. This may be the inception date 
of the policy so there would be no coverage for breaches that occurred before policy inception. 
 
Consider Coverage for Acts by Third Parties. Many organizations outsource data processing or 
storage to a third-party vendor, so obtain coverage for claims that arise from misconduct, 
negligence or simple loss by one of your vendors including cloud storage. 
 
Evaluate Coverage for Data Restoration Costs. Many cyber insurance policies do not provide 
coverage for the costs to replace, upgrade or maintain a breached computer system. Data-
restoration costs can be high so obtain coverage for the costs of restoring the organization. 
 
Involve All Stakeholders. As you consider the purchase of cyber insurance, be certain to involve 
all the constituencies within the organization, including information technology, finance and 
risk management, so that you are more likely to purchase the right policy with the right limits. 
 
Take Advantage of Risk Management Services. Many insurers offer cyber risk management 
services; you should consider whether your company needs these services and, if so, whether 
you should work with a carrier that offers a robust risk-management program. 
 
Understand what activates coverage under your cyber policy. Some policies are triggered on 
the date the loss occurs, while others are triggered on the date that a claim is made against the 
insured. In order to provide proper notice, you need to understand how coverage applies. 
 
Consider Coverage for Regulatory Actions. A data loss may cause not only the loss of 
information but also could result in regulatory actions against the nonprofit. State and federal 
agencies have become more active in responding to data and privacy breaches. Your insurance 
policy should cover regulatory investigation or action. 
 
Data Privacy Risks and Responsibilities 
What Is Personally Identifiable Information or PII? 
According to the National Conference of State Legislatures, 47 states, the District of Columbia, 
Guam, Puerto Rico and the Virgin Islands have laws that require organizations to notify 
individuals of security breaches of information involving personally identifiable information. 
The definition of personally identifiable information is statutory and can vary by state but 
generally it means an individual’s first name or first initial and last name in combination with 
any one or more of the following data elements, when either the name or the data elements 
are not encrypted or redacted: 

 Social Security number. 

 Driver’s license number or state identification card number. 

 Account number or credit or debit card number 

 Account number or credit card number in combination with any required security code, 
access code or password that would permit access to an individual’s financial account. 

 



The FTC commissioner recently made a statement that definition of PII is expanding. To be 
prepared for this, all potentially identifying information should be protected. In some states, 
the mere loss of the device with PII is a breach requiring notification to the people whose data 
was lost. Depending on the state and size of the breach, you may also be required to notify the 
state’s attorney general, state police and state division of consumer protection or other 
government agency. Nonprofits will be required to notify each individual according to the laws 
in that individual’s home state, not necessarily the state of the organization suffering the 
breach. This often entails expensive and cumbersome navigation of regulations in multiple 
states. 
 
Privacy and Data Breach Laws 
Various federal and state privacy regulations require that nonprofits protect PII no matter 
where it resides: network, stand-alone systems such as databases, remote devices such as 
laptops or employee-owned cell phones and, of course, on paper. This standard requires 
organizations to enact information security best practices if they handle major credit cards. The 
organization may also face separate regulatory actions resulting in fines levied by government 
agencies. Failure to comply with these standards can result in enormous fines.  
 
Data Security Strategies 
Nonprofits should know they may be required to have certain security measures in place in 
order to qualify for coverage. Further, once security measures are in place, they should be 
maintained and updated properly or the nonprofit could risk negating coverage. To reduce the 
likelihood and severity of a data breach, consider the following practical strategies. 
1. Ensure Regular Software Updates. Make certain that IT staff or contractors frequently 

install security patches and updates to your devices’ operating software and other software. 
Breaches occur when software is vulnerable due to age or other issues or lack new security 
measures that will help protect your devices and data against harmful malware and viruses. 

2. Encrypt Sensitive Data. Consider encrypting sensitive data so thieves who access data can’t 
use it. Consider the pros and cons of encryption. On the downside, encryption costs money 
and slows down response time. As a result, some experts suggest that organizations encrypt 
only data on mobile devices, or strictly prohibit the storage of PII on mobile devices. 

3. Schedule Data Security Training. Some cyber liability policies offer proactive risk 
management resources, such as educational materials or access to helpful training on data 
security. Remember that human error is a major source of cyber liability exposure, an 
exposure you can mitigate by adopting clear policies and providing appropriate training. 
Topics you might want to cover in your training include: mobile device policies, network 
security protocols, encryption instructions, relationships with tech vendors, data breach 
notification laws, information on the nonprofit’s cyber liability coverage and your insurer’s 
requirements for filing cyber liability claims. Ensure that your employees recognize how 
easily a data breach can occur and how detrimental a breach could be to your mission. 

4. Adopt a BYOD Policy. Implement a bring your own device (BYOD) policy that clarifies 
whether employees may access PII on their personal devices (laptops, cell phones, etc.). 
Remember to balance protecting the nonprofit’s data and upholding others’ privacy rights. 

 
Working with Tech Vendors 
One of the most pervasive misunderstandings by nonprofits is that a cloud service provider 
would be responsible in the event of a breach. Not true! The nonprofit is legally the data owner 
even if it stores data on the cloud. Therefore the nonprofit is solely responsible for all costs. 



Most contracts will limit the cloud service provider’s liability to an amount equal to the contract 
amount, and this liability only applies if the cloud provider did not have certain specific security 
measures. 
 
Remember to establish a process for vetting tech vendors if you hire any IT processes or rely on 
a vendor for third-party cloud storage. External IT support and/or data storage may be wise if 
your nonprofit lacks the personnel expertise or resources to manage data internally, but 
beware of placing too much trust in a tech vendor. Be a discerning consumer so you can 
distinguish dependable tech vendors. Take the time required to negotiate a contract with your 
tech vendor that ensures the support or services you need while adequately protecting your 
nonprofit against harm or loss caused by the vendor’s negligence. Ask these questions: 
1. What warranties or protections does the vendor offer in the event of its 

negligence? Require that your tech vendors carry errors and omissions coverage to protect 
your nonprofit against claims stemming from the vendor’s negligence. Never sign a tech 
contract absolving the company for its own negligence. 

2. Do I understand my nonprofit’s tech needs and existing IT infrastructure? What must I do 
(or who must I consult with) to understand these things before I engage a tech vendor? 

3. Can this particular vendor meet all of our technical requirements? Can this vendor integrate 
its services seamlessly with our existing internal IT functions? 

4. Does this vendor have a good reputation in the market and among its client base? 
5. Is this vendor willing to include a training and/or support package with our contract? 
6. What is the vendor’s response time in a data breach emergency? 
7. Will my nonprofit still retain full ownership rights to any electronic documents and property 

that we store with cloud storage vendors? What are our rights and responsibilities? 
8. What is the vendor’s dispute resolution process? 
9. Are the vendor’s payment terms reasonable and compatible with our process? 
 

Data Privacy and Cyber Liability Resources 

 Risk in the Cloud http://www.nonprofitrisk.org/library/articles/Risk_in_the_Cloud.shtml 

 Data Privacy and Cyber Liability https://www.nonprofitrisk.org/library/articles  

 A FREE affiliate membership with the Nonprofit Risk Management Center for Alliance 
members. Log on as an Affiliate of the Land Trust Alliance. See directions. 

 Risk management collection on The Learning Center. This site has a collection of resources 
specifically chosen to help you manage risk at your land trust.  

 
DISCLAIMER 

The Land Trust Alliance designed this material to provide accurate, authoritative information 
about the subject matter covered with the understanding that the Land Trust Alliance is not 
engaged in rendering legal, accounting or other professional counsel. If a land trust or individual 
requires legal advice or other expert assistance, they should seek the services of competent 
professionals. The Land Trust Alliance is solely responsible for the content of this series and 
edited this content from material provided by the Nonprofit Risk Management Center, Melanie 
Lockwood Herman, Executive Director. She welcomes your questions at 703.777.3504 
and Melanie@nonprofitrisk.org. 
 
Last revised August 21, 2018 
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Employment Practices Liability Insurance from The Land Trust Alliance 
Claims typically covered by nonprofit D&O policies that include employment practices coverage 
include those alleging: 

 Wrongful termination 

 Breach of employment contract 

 Discriminatory hiring practices 

 Failure to promote 

 Negligent evaluation (an assertion that an employee's performance evaluation was 
excessively negative, unfairly low or otherwise inaccurate and therefore did not reflect the 
employee's actual, higher level of performance) 

 Retaliation 

 Sexual harassment 

 Wrongful discipline 

 Failure to grant tenure 

 Invasion of privacy 

 Employment-related defamation 

 Employment-related infliction of emotional distress 
 
Although the majority of claims filed under nonprofit D&O policies allege wrongful employment 
practices, not every covered D&O claim is related to human resource matters. Land trusts should 
note the many instances below in which an organization operates in areas subject to risks of 
negligence. Examples of non-employment claims alleging wrongful management acts, typically 
defended by D&O policies include: 

 Misallocation of funds 

 Breach of fiduciary responsibilities 

 Self-dealing/conflict of interest 

 Anti-trust or restraint of trade violations 

 Third-party discrimination, defamation or invasion of privacy 

 Negligent financial advice to third parties 

 Failure to maintain insurance 

 Tortious interference with contract 

 Breach of contract 

 Failure to accredit or certify 

 Infringement of trademark, patent or copyright  
 
Some attorneys and insurers attribute the increase in the number of claims alleging wrongful 
employment practices and the corresponding need for insurance coverage to respond to these 
claims to the passage of the Civil Rights Act of 1991 and the Americans with Disabilities Act (ADA), 
which expanded the scope of potential claimants by extending legal protection to people with 
disabilities. The Civil Rights Act of 1991 modified the Civil Rights Act of 1964—the primary federal 
law related to employment discrimination. The change in the nation’s landmark anti-
discrimination law was significant in that, after its passage, victims of unlawful discrimination were 
empowered to request jury trials and seek compensatory as well as punitive damages. During the 
same time period that changes were taking place at the federal level, many states legislatures 
adopted new laws expanding state level protections. In some cases, these state laws were updated 
to include additional protected classes, such as personal appearance, marital status and sexual 
orientation.  
 
 



 
The availability of new legal remedies for unfair employment actions eventually led to dramatic 
growth in the number of claims alleging wrongful employment practices in civil courts across the 
country. Initially, many organizations sought defense coverage under existing insurance policies. 
However, state and federal courts rendered conflicting interpretations of similar policies, leaving 
policy holders uncertain about whether their existing policies would provide the coverage they 
potentially needed. The expense of litigation and the inconsistent decisions fortified the need for a 
distinct insurance policy that the insurance industry introduced as employment practices liability 
(EPL) insurance. 
 
When first introduced, EPL insurance was expensive. Many policies had large deductibles, offered 
limited coverage and were available to only the largest corporations. Beginning in the 1990s, the 
soft insurance market fostered the expansion of coverage in a relatively short period. By the end 
of the 1990s, coverage was readily available to nonprofit organizations and customized to meet 
the insurance needs of nonprofits. Today, nonprofits of all sizes and missions can avail themselves 
of EPL coverage, and most nonprofits that purchase D&O coverage purchase EPL coverage as part 
of a nonprofit D&O policy. 
 
Informal surveys of insurance companies that write large numbers of nonprofit policies reveal that 
a great majority of the claims filed under nonprofit D&O policies allege wrongful employment 
practices. Some insurers report that 80-90 percent of nonprofit D&O claims are actually 
employment practices claims. Land trusts may experience two distinct types of D&O exposure: an 
employment-related claim and claims from disgruntled landowners or neighbors alleging wrongful 
management decisions. If your land trust has employees, then purchasing a D&O policy that 
includes coverage for employment-related claims makes good economic sense because the cost of 
defending employment claims can be substantial.  
 
[[Tip]] Because the greatest D&O exposure to a nonprofit is an employment-related claim, for 
many nonprofits, purchasing a D&O policy that includes coverage for employment-related claims 
makes good economic sense. 
 
EPL coverage is also available as a stand-alone policy. The insurance industry developed EPL 
insurance for large corporations and followed the for-profit D&O policy model. Therefore, a 
separate EPL policy may not provide a nonprofit with the depth of coverage that a nonprofit D&O 
with EPL coverage may include. Many stand-alone EPL policies do not include the organization, all 
employees or volunteers as insureds. The definition of covered employment actions may be 
narrower in a stand-alone EPL policy than a nonprofit D&O policy with included EPL coverage. 
Finally, a stand-alone EPL policy may be more expensive and include a large retention or possible 
co-insurance provision in which the insured must pay a certain percentage of the loss. 
Purchasing employment practices coverage as part of a D&O policy has one clear disadvantage. A 
policy with both D&O and EPL coverage addresses two very distinct exposures with one policy 
limit. The inclusion of EPL coverage, therefore, could erode the amount of funds available to 
protect the directors’ and officers’ personal assets and to protect the nonprofit and its employees 
and volunteers from other claims. The defense and resolution of an employment-related claim will 
reduce and, could possibly exhaust, the D&O policy limits, thereby leaving limited or no funds for 
any additional non-EPL claims. The majority of nonprofit D&O policies provide no separate limit for 
EPL coverage. However, some companies are introducing either a sublimit or separate limit for EPL 
coverage. Therefore, a land trust should carefully evaluate the adequacy of its D&O policy limit 
when it purchases D&O that includes employment practices liability coverage. At the same time, it 
is important to keep in mind that many nonprofits, including land trusts, will never face a non-



employment-related claim and, therefore, a D&O policy with employment practices liability 
coverage may represent an affordable and appropriate option. 
 
[[Tip]] A land trust should carefully evaluate the adequacy of its D&O policy limit when it 
purchases D&O that includes employment practices liability coverage. 
 
Important Features of EPL Coverage 
Whether you decide to insure your employment practices risk through an inclusive D&O policy or 
purchase a separate EPL policy, there are a number of important features a land trust should 
consider in evaluating the various policies. D&O and employment practices liability policies are not 
standard; each insurance company has its own form with unique provisions. Therefore, buyers 
should compare the various policies and select the one that best meets the organization’s needs. 
The features to consider when evaluating EPL coverage include:  
 
[[Tip]] Insurance buyers should compare the various policies and select the one that best meets 
the organization’s needs. 

 Insured parties. Like the D&O policy, the EPL coverage should apply to as many insureds as 
possible. Nonprofit D&O forms usually include the organization and past, present and 
future directors, officers, trustees, employees, volunteers and committee members within 
the definition of insured. Generally, a stand-alone EPL policy protects the corporation (the 
land trust) and some employees (some policies exclude former employees). Any nonprofit 
organization considering a separate EPL policy should be cautious and make certain that 
the EPL policy under consideration includes a broad definition of insured.  

[[Tip]] If you are considering a separate EPL policy, make certain that the EPL policy includes a 
broad definition of insured. 

 Insuring agreements and definitions. The insuring agreements are the insurer’s statements 
of what the company agrees to do under the contract or what coverages the policy is 
providing subject to its terms and conditions. For EPL insurance, the policy explains most of 
its coverages through the definition of key terms. Insurance policies identify defined terms 
either by putting the words in bold print or using quotation marks. Therefore, the “Insuring 
Agreement and Definitions” section of D&O and EPL policies are critical to understanding 
coverages.  

 Claim-reporting provisions. Most, but not all, employment practices policies are written on 
a claims-made basis; however, the claims-reporting procedures vary by policy. All claims-
made policies require that the claim must be made against the insured during the policy 
period. In contrast, an occurrence policy’s coverage is triggered based on when the 
incident giving rise to a claim occurred. Even though a claimant can submit a claim years 
after the occurrence, if you have purchased a claims-made policy, coverage applies if the 
policy is in force when the claim is made, even if the event occurred before you purchased 
the policy. Thus, the policy places conditions on the insured for reporting the claim to the 
insurance company. Some nonprofit D&O policies (with included EPL coverage) allow the 
insured to give the company written notice as soon as practicable of any claim made 
against the insured for a wrongful act. Other policies stipulate in the section on claim 
notification or reporting that the insured must give the company written notice as soon as 
practicable but not later than a specified number of days after the claim is first made to the 
insured. In contrast, a few older policies required that the claim be both made and 
reported to the insurance company within the policy period or life of the policy. Due to the 
nature of claims-made policies and the variation in claims-reporting requirements, it is 
critical for a land trust relying on this coverage to report claims without delay. The 
organization should also report the possibility of a claim to its insurance agent or broker 



and the insurance company as soon as it appears possible that a formal complaint or claim 
will be made against the organization. Carefully read your policy’s reporting provisions and 
inform all pertinent personnel how they are expected to report claims. 

[[Tip]] The organization should report the possibility of a claim to its insurance agent or broker and 
the insurance company as soon as it appears possible that a formal complaint or claim will be 
made.  
[[Tip]]Carefully read your policy’s reporting provisions and inform all pertinent personnel how they 
are expected to report claims. 

 Definitions. The insuring agreements alone provide very little insight into policy coverage. 
Understanding defined terms, such as wrongful act, claim and wrongful employment 
practices, is important to evaluating the adequacy of employment practices coverages. 
Some forms limit coverage to only certain causes of action. Read your policy carefully, 
including the definition of employment practices, to determine the extent of coverage for 
employment-related claims. 

 
Staff and Volunteers 
Land trusts with staff have additional resources to implement the organization’s mission and bring 
the board’s vision to life. Like other stakeholders, a staff adds tremendous value to an organization 
while also exposing the land trust to possible legal claims and potential liability. 
 
Some of the risks that arise from hiring and retaining staff include: 

 Claims alleging violation of federal or state civil rights laws, such as illegal discrimination in 
hiring, promotion practices or termination 

 Allegations of actionable sexual or other harassment committed by staff or contract 
personnel 

 Claims of unfair or illegal compensation practices in violation of the federal Fair Labor 
Standards Act or state law governing pay rates or final paychecks 

 Violation of land trust policies that diminish the standing and reputation of the land trust in 
the eyes of critical stakeholders or the community 

 Allegations of an unsafe workplace in violation of the Occupational Safety and Health Act 
or state law 

  
Risk management strategies related to those risks include: 

 Ensuring that the land trust’s employment policies are clear, legally defensible and 
followed with care 

 Encouraging staff to report, without fear of repercussion, any conduct or activity they 
believe to be unethical, inappropriate, illegal or in violation of land trust policies 

 Promptly investigating any allegations of wrongdoing in the workplace, including sexual 
harassment, discrimination or unfair pay practices 

 Clarifying who are official spokespersons for the organization and how to communicate 
with other stakeholders about land trust business 

 
Although staff will add to the organization’s risks, they can also provide critical insight into 
managing risks. Make sure you engage staff by: 

 Inviting all staff to participate in risk-identification brainstorming sessions, rather than 
limiting involvement to senior leaders  

 Involving staff with varying responsibilities in the organization’s risk management 
committee 

 Assigning a diverse staff team to review identified risks, as well as proposed risk 
management strategies 



 Inviting questions and suggestions from staff as new strategies are being formulated, 
rather than unveiling fully formed policies to the staff and assuming that they will comply 

 
[[Tip]] Invite all staff to participate in risk-identification brainstorming sessions, rather than limiting 
involvement to senior leaders. 
 
Volunteers  
For more than half of America’s land trusts, volunteers are the sole governance and operational 
support. Volunteers are tremendous assets to land trusts, whether staffed or all-volunteer, and, as 
any experienced organization leader will acknowledge, a volunteer program must be managed 
with care and finesse to ensure its success. It doesn’t matter whether your land trust uses paid 
staff and volunteers or is entirely operated by volunteers; the same problems can erupt -- even in 
well-run programs. Some risks directly related to the land trust’s engagement of volunteers 
include:  

 Disconnect between the volunteer’s expectations about working for the organization and 
his or her actual experience as a volunteer. For example, if someone volunteers out of a 
passion to save local farms and spends all of her time filing, she may get bored and move 
on to more exciting opportunities. When this risk materializes, a land trust may lose the 
benefit of the volunteer’s commitment and service. 

 Inaccurate portrayal of the organization by the volunteer to the community at large. This 
risk could lead, for example, to the erosion of needed public support for a fundraising 
campaign planned by the land trust. 

 Injuries suffered by a volunteer or injuries to other stakeholders caused by the volunteer. 
This risk could result in the extended absence of a leading volunteer or claims against the 
land trust for medical bills.  

 Allegations of actionable sexual or other harassment committed by volunteers. A land trust 
can be legally responsible for harm caused by third-party harassment or harassment 
committed by persons other than paid staff members, such as volunteers or contractors. 

 Lack of clarity about a volunteer’s duties and responsibilities leading to dissatisfaction on 
the part of the organization, volunteer or both. This risk could result in the consumption of 
personnel time to counsel the poor-performing volunteer or the volunteer’s departure 
with subsequent disparaging comments by the volunteer about the land trust to the 
volunteer’s network.   

 
[[Tip]] A land trust can be legally responsible for harm caused by third-party harassment or 
harassment committed by persons other than paid staff members, such as volunteers or 
contractors. 

 
On the flip side, volunteers can be a great asset in developing and implementing a risk 
management program by helping leaders integrate their important perspectives into the program. 
Consider involving volunteers in managing a land trust’s risks by: 

 Creating an environment where volunteers feel comfortable reporting complaints to the 
organization concerning their experiences. Do not give lip service to complaints—treat 
them as valuable opportunities to identify, diagnose and treat problem areas whose 
resolution can strengthen the relationship with the volunteer, enable the organization to 
prevent the recurrence of similar incidents and fortify the land trust’s mission. Make the 
process of complaining as simple as possible. Provide information on multiple ways to 
provide feedback during volunteer orientation and training programs, and emphasize the 
land trust’s interest in hearing from its volunteers. As with board member feedback, always 
close the loop in order to avoid the impression that complaints are disregarded. 



 
[[Tip]] Create an environment where volunteers feel comfortable reporting complaints to the 
organization concerning their experiences. 
 

 Ensuring that volunteer perspectives are represented in the composition of the 
organization’s risk management committee. Reflect on the various roles that volunteers 
play in the land trust and the ways in which their involvement both exposes and protects 
the organization from downside risk. Determine which volunteer perspectives would bring 
the greatest value to the committee’s deliberations.  

 
[[Tip]] Ensure that volunteer perspectives are represented in the composition of the organization’s 
risk management committee. 
 

 Engaging leading volunteers in communicating information about the organization’s risk 
management strategies. In some instances, a key volunteer leader may be the most 
credible representative to announce changes in policy, new training requirements or other 
risk management strategies. Dedicated volunteers may be more likely to welcome this 
information if it comes from an esteemed peer, while they might bristle at the same 
message if delivered by a member of the management team. Avoid the possibility that vital 
risk management messages will be rebuffed. 

 
 
Definitions 

 Protected classes: characteristics or factors that cannot form the basis for hiring, discipline 
and termination decisions.  

 Insuring agreements: the insurer’s statements of what the company agrees to do under 
the contract or what coverages the policy is providing, subject to its terms and conditions. 
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Hacks and Wrongful Acts
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your Risks?
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Who’s Here?
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Insurance 
Coverage & 
Risk 
Financing

4

This Session covers:

• Directors and officers (D&O)
• Employment practices liability
• Cyber
The earlier session covered:
• General liability or commercial GL
• Property coverage
• Non‐owned automobile
• Volunteer accident
• Workers compensation
• Fidelity or dishonesty
• Title insurance
• Terrafirma: Conservation Defense Liability 

Insurance Service
• Excess and umbrella
• Professional liability

Mitigation Strategies

• Annual review of organization wide risk balancing

• Annual board conversation about adequate insurance

• Annual review of risk, training and mitigation

• Build strong and wide public support

• Address expectations

• Use great communication and listening

• Understand limits of state and federal protective laws

LAND TRUST ALLIANCE

Cyber Insurance

Cyber policies are not 
standardized.

Definitions and even 
terminology will vary.

Coverages will be 
organized differently 
making it difficult to 
compare policy offers.

6  #RALLY2018
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LAND TRUST ALLIANCE

Cyber Risk Factors to Consider

• Your Employees’ Risk Management
- security hygiene, privacy protocols

• Your Systems Staying Current
-are you patched and protected?

• Your Vendors Doing the Same
- their practices

7  #RALLY2018

LAND TRUST ALLIANCE

Do Your Due Diligence

• What constitutes a “breach” or “cyber incident”?

• What happens if we let our firewalls or other security 
lapse?

• Who do we call first if we suspect a breach?

• What “pre-breach” services are offered with my policy?

• Are there other coverages available that are not included in 
this quote?

• What exclusions should I be aware of that materially affect 
coverage?

8  #RALLY2018

LAND TRUST ALLIANCE

Two Parts of a Cyber Policy

FIRST PARTY COVERAGES

Responds to loss and
associated costs
suffered directly
by the insured.

THIRD PARTY COVERAGES

Responds when a third party
suffers damages and
the insured is legally liable 
for, or needs to defend 
against being held liable for, 
such loss.
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LAND TRUST ALLIANCE

Cyber Incident Response Fund
Crisis Management Response

First Party Coverage

Expenses incurred by the insured organization to 
retain vendor services including: 

 cyber incident response coach
 computer forensics firm
 public relations or crisis communications firm
 retention of a law firm to:
 determine your rights
 assist with compliance, notification, communication

 notification costs
 call center
 credit monitoring

10  #RALLY2018

LAND TRUST ALLIANCE

Business Interruption & Extra Expense
First Party Coverage

Coverage starts with cyber incident disrupting 
service to your computer system. Covers:
 normal operating expenses (including payroll)
 extra expenses
 net profit lost

Possible coverage available for Contingent 
Business Interruption, i.e. cyber incident disrupts a 
partner’s network. Partner networks may include:
 third party data hosting
 cloud services

11  #RALLY2018

LAND TRUST ALLIANCE

Digital Data Recovery
First Party Coverage

Pays for reasonable, necessary costs incurred by 
an insured to

 replace
 restore
 recreate
 re-collect
 recover

digital data damaged/destroyed from network 
security failure.
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LAND TRUST ALLIANCE

Network or Cyber Extortion
First Party Coverage

Reimburses expenses to pay ransom 
demand arising from a network extortion 

threat. 

Should include allowance for payment 
surrendered in cryptocurrencies (Bitcoin).

13  #RALLY2018
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Cyber & Network Security or Privacy Liability
Third Party Coverage

Defends your organization and pays damages 
you become legally liable to pay as a result of:
 third party demands for monetary damages 

(individual, class action, corporate/nonprofit) 
 criminal proceedings

Depending on the insurance carrier and nature 
of your operations, there may also be limits 
available for:
 payment card industry violations
 regulatory proceedings

14  #RALLY2018

LAND TRUST ALLIANCE

Electronic & Social Media Liability
Third Party Coverage

Defends your organization and pays damages 
you become legally liable to pay as a result of:

 misstatements in a podcast or online video
 erroneous information on your website
 misleading posts on social media

 Some general liability policies provide 
coverage for such events. 

 Others provide coverage for print media only
and specifically exclude electronic media.
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Does D&O Coverage Pay Off?

16

Successor owners sued the board of directors for 
comments by members at the annual meeting which 
board recorded and distributed in the meeting notes.

 #RALLY201817
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“D&O” Coverage COVERAGE BASICS. 

•

•

Coverage for management 
decisions your board makes or 
fails to make. 

Errors & omissions, 
mismanagement of funds, 
breach of fiduciary duty.

Directors & 
Officers 
Liability Coverage for defined wrongful 

acts such as sexual harassment, 
discrimination. 

Coverage is not limited to 
organizations with staff, also 
applies to all‐volunteer NFPs.

Employment 
Practices 
Liability

Note: D&O is most often written as claims‐made coverage.

17
 #RALLY201818

LAND TRUST ALLIANCE

“D&O” Coverage

EVALUATING THE STRENGTH OF YOUR COVERAGE

•

•

Are D&O and EPL limits combined 
or separate?

Review retentions and exclusions 
for all coverage sections.

Are defense costs “inside the 
limits” or “outside the limits” of 
coverage?

Is there a retroactive date or does 
the policy give “full prior acts” 
coverage?

Does the Employment Practices 
Liability respond to 3rd Party 
Claims?

Who is an insured under the 
definitions in the policy?

18
 #RALLY201819
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Employment practices liability

• Discrimination, harassment, wrongful 
termination

• Does apply to all-volunteer organizations 

• Do you have coverage for allegations 
made by outside parties? 

19  #RALLY2018

Claims typically covered by 
nonprofit D&O policies with EPL

Wrongful termination Breach of employment contract

Failure to promote Discriminatory hiring practices

Retaliation Sexual harassment

Wrongful discipline Failure to grant tenure

Invasion of privacy Employment-related defamation

Defamation Wrongful eviction

Denial of property right Slander of title 

SLAPP suit

Employment-related infliction of emotional distress

Negligent evaluation (performance evaluation unfairly low)

20  #RALLY2018

Retaliatory Claims

“I’ll sue anyone and everyone 
who tells me otherwise”

 #RALLY201822
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It is never “apples to apples”

Exclusions

What exclusions exist that could severely hinder 
your ability to make a claim based on your unique 
activities and operations?

Endorsements

What endorsements are offered that are designed 
for your needs?

Broker & underwriter knowledge

Do their questions suggest a level of knowledge 
about conservation work?

22  #RALLY201823

Same limits do not mean same coverage

deductibles, rate quotes, 
retro dates, exclusions, 
sublimits, determining limits

SO WHAT!!?! Just jargon, right?
What in heavens name is a retro date and how is it relevant?

What does it matter if it is duty to defend or indemnity?

Is organizational coverage really like continuously maintaining home 
fire?

Timely notification of insurers critical, or else what?

Getting a good price and the right coverage is easy?

How do you determine limits? And what are sublimits?

How it matters if it is a deductible or SIR?

23  #RALLY2018

Risk Balancing Resources

Land Trust Alliance resources to help 
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Great Books

Download 
Practical Pointers for 
Land Trusts When 
Facing a Lawsuit or 
Other Legal Challenge 
of Any Size

25

Download 
A Guide to Risk 
Management for 
Land Trusts

How To Determine What You Need

Chapter 4 on insurance of the Guide

• Ask yourself the questions 
– page 298

• Use the checklist 
– page 299

• Ask about the services  
– page 300

• Use the Coverage Matrix 
– page 303 and 304

26

Free Risk Help

• Land Trust Alliance members get free Affiliate 
membership. 

• Nonprofit Risk Management Center: click on the 
Center’s logo in the Conservation Defense 
Clearinghouse. 

• View FREE Affiliate Risk Tips.
• Get the FREE risk management eNews.
• Access FREE unlimited online recordings.
• Call for special free help for quick questions 

(202) 785‐3981 or info@nonprofitrisk.org.



9/14/2018

10

Online Simple
Legal Defense Reserve Calculator

http://tlc.lta.org/clearinghouse/calculator/start

Minimize 
Your 
Risk

THANK YOU FOR YOUR DEDICATION 
TO CONSERVATION PERMANENCE!
THANK YOU FOR YOUR DEDICATION 
TO CONSERVATION PERMANENCE!

DISCUSSION



Five Eye Openers About Nonprofit Insurance 
 
Cyber Insurance 
Craig Claughton Marsh Management 
Cyber insurance cover is a blended insurance product, built to protect clients from specific 
cyber related risks. It's a policy that's specifically designed to respond to costs the business may 
face as a result of cyber breaches. These might include the cost of first party losses, legal 
liability, declared party losses, business interruption losses and regulatory costs. 
Let’s take a look at five things you need to know about cyber insurance before taking out a 
policy. 
1.  Cyber insurance can cover you for business interruption costs. These include if your 

systems no longer operate as a result of a cyber attack, or if you can't access them for a 
period of time. Cyber insurance reimburses the business for the income it would have 
earned during this time. 

2.  Cyber crime is on the rise and every business needs protection. Attacks can come from 
criminals, ‘hacktivists’ — political activists seeking illegal access to an organization’s 
computer system — terrorists or state-sponsored hackers, or even disgruntled 
employees or customers. No business is immune to cyber threats and it’s important to 
have insurance in place because it’s a when not if situation when it comes cyber attacks. 

3.  Standard business insurance may not protect the business. Managers can erroneously 
assume other business insurance policies such as director and officer (D&O) or Crime 
insurance protect the business should it suffer a cyber attack. While traditional 
insurance policies may respond to certain aspects of cyber breaches, none are 
specifically designed to protect companies from this threat. Therefore, it’s essential for 
businesses to take out this cover to protect their operations against an attack. 

4.  No business or industry sector is immune. It’s true certain industries are more prone to 
suffering a cyber attack than other industries especially businesses that retain personal 
information. Cyber crime is now viewed by criminals as being just as lucrative as other 
types of crime and every company must be protected. 

5.  Cost-effective cyber cover is available. Being able to demonstrate to the insurer the 
business has strong IT protection such as robust firewalls and backup systems stands 
businesses in good stead when it comes to getting cost-effective cover. 

 
Directors & Officers: 
Elizabeth Leontieff Steelbridge Insurance Services 
Nonprofit organizations need several types of insurance coverage to protect themselves, their 
interests, and their volunteers and employees from lawsuits. Some examples include general 
liability insurance, workers compensation insurance, property insurance, and directors and 
officers (D&O), and other coverage for specific activites also may be prudent such as special 
events, non-owned auto and volunteer medical. D&O insurance provides management liability 
coverage, not general liability coverage, and vise versa, so you really need to have and 
understand both. 
Understanding D&O for Nonprofits 

https://www.marsh.com/au/insights/risk-in-context.html/content/marsh/sharedcontent/sharedpeople/australia-sharedpeople/craig_claughton
https://steelbridgeins.com/author/elizabethwsteelbridgeins-com/


This type of coverage offers protection to board members and nonprofit leaders in the event 
of wrongful acts lawsuits. The following are reasons why nonprofits need D&O insurance: 
1. Lawsuits can hold anyone who helps manage a nonprofit liable for errors or omissions 

committed while operating the organization. Directors, employees, and even volunteers can 
find themselves at the center of such lawsuits. 

2. People sue directors and officers for a wide range of issues including failure to achieve the 
nonprofit’s mission, misuse of donor-restricted funds, improper conduct of volunteers or 
employees, and more. These lawsuits can decimate a nonprofit without proper insurance. 

3. Fees and damages related to D&O claims can exceed the net worth of the nonprofit, 
inhibiting its ability to compensate directors and officers for their losses. 

4. People are more likely to file D&O-related lawsuits against nonprofits than they are for-
profit companies. In the past decade, 63% of nonprofits reported a D&O claim compared to 
27% of private companies. 

5. The Volunteer Protection Act doesn’t provide full coverage for directors and officers. Two 
exclusions include no compensation for legal fees and no coverage for lawsuits related to 
damages caused by gross negligence. 

 
Nonprofits are not any more immune to lawsuits than their for-profit counterparts. And 
nonprofits often have fewer resources and funds, making it that much harder to weather a 
significant lawsuit. By investing in a quality D&O insurance policy, nonprofits have access to 
coverage for defense costs and settlements in management liability settings. 

 
 
August 16, 2018 
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Alliant Insurance Services, Inc. 

1301 Dove Street, Suite 200 | Newport Beach, CA 92660 | www.alliant.com 

Frequently Asked Questions 
 

Our state has strong Recreational Use Statutes. Why do we need insurance for our properties 
owned in fee? 
 
Each state has their own version of the Recreational Use Statutes -- laws intended to encourage 
public enjoyment of open space by limiting the liability of landowners allowing access to their 
property, provided the landowner is not charging a fee for access. In the event of an injury 
occurrence on the property, the statutes provide excellent grounds for defense and may even 
discourage some lawsuits. They cannot, however, prevent lawsuits entirely and a land trust may 
need to engage the services of an attorney to mount a defense. Further, Recreational Use Statutes 
do not provide unmitigated blanket immunity. There are circumstances in which the statutes would 
not apply, for example, if the landowner was charging for access or was found grossly negligent.  
General liability coverage will respond and defend the land trust in the event of this type of claim in 
which a third party asserts that the land trust is legally liable for injuries sustained. 
 
 
We do not own the land protected by the conservation easements we hold, so why do we 
need to include the easements on our general liability coverage? 
 
Conservation easement agreements typically contain provisions such that the easement holder is 
responsible for physically monitoring the property on a predetermined schedule. While the 
landowner certainly shoulders most of the liability load in the event of a bodily injury occurrence on 
the property, the land trust could be held partially responsible, as well. Consider a scenario where 
the injured party claims there was an obvious hazard on the property. It is possible for the injured 
party to sue the landowner as well as the land trust, claiming that had the land trust properly 
monitored the property per the terms required by the easement agreement, the hazard would have 
been discovered and remedied prior to the injury occurrence. 
 
 
Why do we need a D&O policy if our board members are already insured on our general 
liability policy? 
 
Your organization and its board of directors, executives, employees, club members and volunteers 
should be included as insureds on both your General Liability coverage and Directors & Officers 
(D&O) coverage, and it is important to understand that these policies offer very different types of 
protection. General liability responds to allegations of bodily injury or property damage while a D&O 
policy defends against allegations of mismanagement including misappropriation of funds, errors or 
omissions in management decisions, neglect, breach of fiduciary duty, etc. The Conserve-A-Nation 
D&O policy also includes a separate coverage section designed to respond to allegations of sexual 
harassment, discrimination and other similar claims. Further, without a D&O policy in place, your 
board members can be held personally liable for certain decisions they make or actions they take 
as fiduciaries of your organization and it is unlikely that their personal liability or personal umbrella 
policy will protect against this type of claim. 
 

http://www.alliant.com/?elqTrackId=a87f3eaccb924771baad00119d8473a5&elq=ecb70ecc84dd47a7a66e638c6f461f8f&elqaid=1598&elqat=1&elqCampaignId=
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Why do we need Employment Practices Liability if we don’t have employees? 
 
Despite its name, Employment Practices Liability is not strictly limited to traditional or standard 
employment relationships. The coverage responds to allegations of sexual harassment, 
discrimination, retaliation and wrongful termination. While these allegations could certainly come 
from a land trust employee, they could also come from a volunteer, an important donor, a member 
of the public, an event attendee, or even a member of a partner nonprofit. 
 
 
Are our volunteers covered by our insurance? 
 
When thinking about whether your volunteers are covered by your insurance, there are two things 
to consider: (1) what happens if a volunteer causes injury or property damage to a third party, and 
(2) what happens if a volunteer sustains injury while volunteering? 
 
Your volunteers should be included as insureds on the land trust’s General Liability coverage. As 
an insured on the general liability, both the volunteer and the land trust would be afforded defense 
under the policy and the policy would pay damages in the event the volunteer causes and is legally 
liable for bodily injury or property damage to a third party. Conversely, if your volunteer sustains 
injury while volunteering, it is advisable to have a Volunteer Accident policy in place. This policy 
provides medical expense, accidental death benefits and optional disability coverage to injured 
volunteers or their families. Unlike in a general liability claim, the injured party is not required to 
prove the land trust is legally liable in order to have a claim paid. Coverage is excess to the 
volunteer’s personal health insurance, but would drop down and pay out of pocket expenses.  
 
 
Are we covered by the government agency or other nonprofit we partner with? 
 

It is extremely unlikely that any organization would enjoy full coverage on another entity’s policy 
without being a subsidiary of, or otherwise legally affiliated with, that entity. A land trust may enjoy 
limited protection under another organization’s insurance coverage in the form of “additional insured” 
status, b u t  the scope of such coverage is narrow and would only respond under certain 
circumstances and would not respond and defend the land trust independently of the other 
organization’s involvement in the circumstances surrounding a claim scenario. 

 
 
 

 
Meghan A. Mullee 
Assistant Vice President 
Alliant Insurance Services 
703 547 6292 
mmullee@alliant.com 

John R. Muha, II 
Executive Vice President 
Alliant Insurance Services 
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LAND CONSERVATION CASE LAW SUMMARIES 
 
These summaries have been prepared by Robert H. Levin, Esq. under contract with the Land 
Trust Alliance. The Bear Yuba case summary below which did not go to trial and a decision was 
summarized by Leslie Ratley-Beach, conservation defense director of the Land Trust Alliance. 
 
Law Office of Robert H. Levin 
94 Beckett St 2nd Floor 
Portland, ME 04101-4473 
(www.roblevin.net) 

 
CASE SUMMARIES 

 

 Bear Yuba Land Trust vs. Michael Nudelman et al, Case No. CU15-081153, Nevada County 
Superior Court of California.   

A Grant Deed (donation) from Saving Special Places, LLC to BYLT dated December 20, 1999 
conveyed 28.23 acres total to BYLT that constitutes the Woodpecker Wildlife Preserve. A 
portion of Woodpecker Wildlife Preserve is a high elevation and steep sloped forest heavily 
used by the residents of the neighboring developments for pedestrian recreation. The Preserve 
is of a mixed forest largely dominated by Ponderosa Pine, incense cedar, Douglas Fir, maple and 
black oak. Dogwood and a few isolated madrone are also found on the Preserve.   

 
Above and to the south of the Cascade Canal on the Preserve, there are many five to 12 foot 
high Douglas Fir that will eventually transition the current mixed forest ecology into a Douglas 
Fir late succession forest. The Preserve provides essential habitat to Pileated Woodpeckers and 
many other species and is within the winter range for the Nevada City deer herd. Steep erosion 
cuts are a continual challenge with the site. The slipping land and erosion require continued 
monitoring and some investment to repair and stabilize. 

 
One of the neighboring house owners, Michael Nudelman, appears to have authorized the 
cutting of a swath of trees from his house down a steep slope to the seasonal creek gully. The 
area cut was about .25 acres.  The BYLT stewardship team visited the Woodpecker Wildlife 
Preserve on July 29, 2014 for annual monitoring and discovered several large trees cut down. 
The fallen trees, left lying in the ravine and clogging the natural stream runoff route, may also 
be jeopardizing slope stability.   

 
BYLT staff by an exchange of emails dating from July 22, 2013 through December 12, 2013 had 
previously denied permission to Michael Nudelman to cut down these same trees. These emails 
are now part of the pleadings.  BYLT investigation to date shows that Mr. Nudelman contracted 
a local tree removal company to fell trees to create a better view for his home.  He appears to 
have cut four large trees (one Douglas Fir and three incense cedar) and knocked down another 
during the apparent trespass. The trees ranged in age from 110 to 159 years and in diameter at 
breast height from 14 to 46 inches. The largest was a Douglas Fir that measured 140 feet high 
with a stump diameter of 50 inches and 13 feet in circumference weighing an estimated three 
to four tons.  All the trees will have to be removed to stabilize the vertical and near-vertical 
slope. BYLT filed a report with the County Sheriff's office on advice of counsel. The land trust 
filed a Complaint, answers and cross motions ensued. Mediation was attempted and failed 

http://www.roblevin.net/
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before the first meeting. Extensive discovery, negotiations, multiple mediation, settlement 
agreements all ensued over almost three years before finally a court ordered transcript 
settlement was entered and the land trust received a damage payment. Surprisingly, the land 
trusts D&O carrier covered one of the counterclaims in this matter. 

 

 Radtke v. Chester Township, 2015-Ohio-4016 (Ohio Ct. App. 11th Dist. Sept. 30, 2015), aff’g 
No. 13M001076 (Ct. Common Pleas, Geauga Cty. June 19, 2014)(Order on Motion to 
Dismiss) 

 State: Ohio 

 Procedural Status: Case concluded. 

 Date: 2015 

 Keywords: Municipal fee land; open meetings law; private conservation easement; 
public fee land; statute of limitations. 

 Summary of Facts and Issues: In May 2011 an employee of the Western Reserve Land 
Conservancy (WRLC) sent an e-mail to the Chester Township Zoning Inspector.  The e-
mail requested separate one-on-one meetings with three of the Township’s Trustees in 
order to discuss a proposed conservation easement that the Township might convey to 
WRLC.  The meetings took place on the same day in June 2011, and the WRLC employee 
later sent an e-mail to all of the Trustees in which he summarized the various 
conversations.  In December 2011 the Township Board of Trustees held a formal 
meeting at which it voted to approve the grant of a conservation easement to WRLC.  
Kenneth Radtke was elected as a new member of the Township Board in 2012, and the 
following year he filed suit against two other members, the Township and WRLC, 
alleging violations of Ohio’s Open Meetings law, which requires notice and an 
opportunity to be heard for any meetings of public agencies.  In particular, Radtke 
claimed that the one-on-one meetings and the e-mail communications between WRLC 
representatives and Township Board members and staff violated the law.  The suit 
sought the rescission of the conservation easement.  Both the Township and WRLC filed 
motions to dismiss, based in part on the statute of limitations and in part on the lack of 
any violation of the Open Meetings law.  The land trust’s D&O carrier provided a full 
defense of this lawsuit and defended the conservation easement. 

 Holding: The trial court dismissed the suit, holding that there was no violation of the 
Open Meetings law because the meeting between WRLC’s representative and the 
Township Board members was for information gathering purposes, and there was no 
intent to deliberate on the easement.  Furthermore, e-mails were not covered by the 
statute.  The court also found WRLC’s and the Township’s statute of limitations 
argument compelling, but declined to rule on these grounds. 

o November 2015 Update:  An intermediate appellate court affirmed the trial 
court’s ruling, finding that e-mails do not constitute meetings for the purposes of 
the Open Meetings statute, and that the one-one-one meetings with the 
Township Trustees were not “meetings” within the definition of the statute 
because they did not involve a majority of the Township Board.  Moreover, these 
meetings were for information-gathering purposes and not for deliberation 
purposes.  Finally, the court found that the three separate meetings could not be 
construed as a single meeting.   

o March 2016 Update: The Ohio Supreme Court denied review of the intermediate 
appellate court’s decision. 
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 Analysis and Notes:  For news coverage of the suit, see 
http://www.geaugamapleleaf.com/news/chester-trustee-sues-township-over-
conservation-easement/.  For another case involving an open meetings law, see Johann 
v. Town of East Hampton, 2011 NY Slip Op 30717U, 2011 N.Y. Misc. LEXIS 1247 (Supr. Ct. 
N.Y., Suffolk Cty. March 9, 2011)(Unpublished) in the Standing section.  In most, if not all 
states, a typical private nonprofit corporation such as a land trust is not subject to state 
open meeting and freedom of information laws. 

 
 Maryland Environmental Trust v. Gaynor, 803 A.2d 512 (Md. 2002), reversing Environmental 

Trust v. Gaynor, 780 A.2d 1193 (Md. App. 2001) 
 State: Maryland 
 Procedural Status: Case concluded. 
 Date: 2002 
 Keywords: Amicus curiae; fraud; public conservation easement; rescission; state 

conservation easement; subdivision. 
 Summary of Facts and Issues:  In 1989, the Gaynors contacted the Maryland 

Environmental Trust (MET), a state agency, to inquire about donating a conservation 
easement on their 25-acre property.  MET informed them that it normally accepts 
easements on property of fifty acres or larger.  The Gaynors then contacted several of 
their neighbors about donating easements simultaneously so that the aggregate acreage 
of the properties donated would qualify them for conservation easements.  Two 
neighbors expressed interest in donating conservation easements to MET, and 
negotiations began.  During these negotiations, the issue of whether the easements 
should include a subdivision prohibition arose.  The board agreed to accept all three 
easements without the subdivision prohibition, but instructed the project manager to 
seek such a prohibition.  The project manager then spoke by telephone with the 
Gaynors, informing them that MET “wanted” the no-subdivision provision and “felt 
strongly” about the matter.  The project manager then sent a letter”requesting” the 
subdivision prohibition.  The Gaynors ultimately agreed to the subdivision prohibit, but 
the two other easement donors did not.  All three easements were executed and 
recorded in late 1989.  Years later, Kevin Gaynor, an environmental attorney, had joined 
the board of MET.  In 1997, Gaynor learned that his neighbor’s easements did not 
include the subdivision prohibition.  He filed suit against MET, claiming fraud and an 
ultra vires action.  The trial court dismissed the ultra vires action but granted summary 
judgment to the Gaynors on the fraud claim, and ordered a rescission of the easement.  
The intermediate appellate court affirmed, holding that the project manager’s failure to 
state expressly that the no-subdivision provision was optional constituted fraud.    

  Holding:  Maryland’s high court reversed the two lower court rulings, holding that MET 
did not commit fraud.   

 Analysis and Notes:  This case demonstrates the careful line that land trust staff and 
volunteers must walk in negotiating for a conservation easement.  The trial attorney 
chosen by MET’s insurance company for the D&O claim disappointed many land trust 
advocates who followed the case closely, pointing to the need for land trust control over 
choice of attorney.  The Land Trust Alliance wrote an amicus curiae brief in support of 
MET.   

http://www.geaugamapleleaf.com/news/chester-trustee-sues-township-over-conservation-easement/
http://www.geaugamapleleaf.com/news/chester-trustee-sues-township-over-conservation-easement/
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